KBCRN Policy Regarding PCs Returned by Leaving Staff
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Passwords
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All passwords should be removed from the PC. This includes;

Login passwords for all profiles.

Screen saver password.
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Data security
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All private information and files should be removed from the PC.

All private emails should be deleted from the email program.

All private photos should be removed from the PC.

Browser history should be cleared and temporary internet files deleted.

Links should be deleted from the browser.
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Condition of PC
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The PC should be returned with all CDs that came with it (if any). If the PC is a
laptop the carry case, external hard disk, power supply and power cable,
external mouse etc should be returned with the PC.
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Programs
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Microsoft Office, Email Program, Mailshot Software, Internet Browser, Anti-Virus
Software, Dropbox should be left on the PC.

Other non-essential installed programs, like Skype, Photoshop etc, should be
removed.
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Scrapping a PC
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When a person leaves, should their PC be old and no longer required, the hard
disk must be removed and physically destroyed.
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